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Lawyers, you are hereby on notice: cyber threats are real; the
legal profession is not exempt (and is, in fact, a direct target). Your
duty to protect client confidential information is harder to satisfy
than ever before.

INTRODUCTION: THE THREAT

Cyber threats may be the hottest news story no one is actually
paying attention to, save the handful of executives and
communications teams who must shift to crisis mode, as well as the
victim whose privacy has been comprised. Highly public breaches at
Target,! Home Depot,2 JP Morgan, Affinity Gaming, Albertsons,
UPS, Goodwill, Sony, and White Lodging (a hotel franchise
management company serving Hilton, Marriott, Westin and
Sheraton)3 all suggest a growing trend of massive data-sweep
attempts across industries. An early February 2015 breach at
Anthem, the second largest health insurer in the United States,?
impacted 80 million clients and revealed a treasure trove of
personally identifiable information, including perhaps the most
personal of all: social security numbers and birthdates.5 Initial
reports indicate that the breach may be the result of compromised
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employee credentials, i.e., stolen passwords retrieved through e-mail
phishing schemes.6

But if these companies and other victims of cybersecurity theft
are not your client, why should you, in your law practice, care? As
early as 2009, the FBI warned law firms that they were being
targeted through e-mail phishing campaigns.” This risk has since
increased, and only now are lawyers beginning to take notice.
Sadly, however, not notice enough.

THE REGULATORY DEMANDS

Requirements for protecting client information have been near-
paramount for lawyers since the Canons of Ethics were amended in
1937.8 Today, absent consent, implied authorization, or a handful of
other practically limited exceptions, lawyers have a duty to protect
confidential client information “relating to the representation,”® a
phrase that may cover, practically speaking, any information
learned about the matter.l0 Additionally, and at least equally
important in the context of cybersecurity, lawyers are required to
take “reasonable efforts to prevent the inadvertent or unauthorized
disclosures of, or wunauthorized access to” this same client
information.!!

While these duties are not new, their application to new
technologies and media is, and specific guidance, generally
speaking, is inadequate. Nearly two decades ago, the American Bar
Association (“ABA”) Standing Committee on Ethics and
Professionalism addressed the wuse of third-party information
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technology support personnel,!2 concluding that under Rule 5.3,
lawyers must make “reasonable efforts to ensure the protection of its
clients’ confidentiality”l3 when using such services. The same
committee, however, did not comment on lawyers’ use of e-mail until
1999, when it concluded that attorneys could use unencrypted e-
mail for client communication,!4 reasoning that it offers a
“reasonable expectation for privacy.”!5 Nearly sixteen years later, it
is becoming clearer that the same cannot be said today.

What the ABA has done recently, and perhaps most importantly
for practicing lawyers today, is extend the duty of competencel6 to
require lawyers to stay “abreast of changes in the law and its
practice, including the benefits and risks associated with relevant
technology.”17

While it remains to be seen how many jurisdictions will
similarly extend this duty!® and what precisely will be required to
satisfy the duty, some states are providing specific guidance focused
on the increasing implementation of technology in law practice and
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the simultaneous increase in cyber threats.l® But even if these
mandatory rules and regulations are not strong enough to change
lawyer behavior, the market may be.

CHANGING MARKET DEMANDS

While it may not be immediately obvious why lawyers are
potential targets for cyber attacks, consider the wvast client
information stored on a firm’s network: information that personally
identifies clients; proprietary corporate information; trade secrets;
intellectual property; pending contracts; future IPO dates; investor
information; client account numbers, payroll, or other financial
information; and even legal work product and strategies.

Even if lawyers do not recognize the threat, clients do. As a
result, clients increasingly are not only inquiring about how their
information is protected from cyber threats, but they are also
requesting proof that adequate protocols are in place and used
routinely.20 Big banks are requiring outside firms to demonstrate
that their systems employ “top-tier technologies to detect and deter
attacks from hackers,”?! and some clients are asking firms to
complete  “60-page  questionnaires detailing cybersecurity
measures.”?2 Others are conducting on-site visits to inspect security
for themselves.23

THE CHALLENGES IN MEETING THESE DEMANDS

While clients are putting more demands on lawyers to
demonstrate that data is protected, they are simultaneously
demanding more and better value in legal services, creating
competing demands. So while it may be easy to say that “[i]t’s just
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good business sense”24 for lawyers to adopt robust security policies
and procedures, it is not as easy to implement them. It is resource
intensive, in every sense. Fortunately, however, perhaps not nearly
as much as you may think.

Many lawyers assume they must understand all of their
systems’ technological intricacies, large and small, to effectively
protect and manage client data. While it may be important to
understand a few basics, a lawyer need not get technical to ask the
right questions:25

* Does our firm have a formal information security
protection plan in place, and has it been communicated
to all employees?

* Do we have an incident breach policy?

* Do we allow thumb drives for uploading or
downloading documents or other items from our
company devices?

* Do we permit employees to automatically forward
company e-mail to personal e-mail, where it may be
more at risk to cyber threats? (E-mail is the primary
way hackers get into corporate systems.)26

* Do we encrypt all e-mail?

* Do we require secure passwords and frequent
password changes?

* Do we prohibit employees from installing their own
software on company computers or connecting their
own devices to the firm network?27

* Do we conduct an annual review of our technology
procedures and implement necessary upgrades and
refinements?

* Do we conduct security awareness training?

* Do we review our cloud service provider’s terms to
ensure they are sufficient for us to meet our duties?

Is there a cost associated with these precautions? Without a
doubt. Is it large? Yes. But is it doable? Absolutely. There is an
abundance of valuable, free information on practice management
sites, podcasts, and elsewhere to help lawyers determine how to best

24. Id. (quoting Mary E. Galligan, an executive in the cyber-risk services
division of Deloitte & Touche).

25. Cyber Risk Management for Lawyers, LEGAL TALK NETWORK (Sept. 13,
2013), http:/Negaltalknetwork.com/podcasts/digital-detectives/2013/09/cyber-
risk-management-for-lawyers/.

26. Id.

27. Id.



136 WAKE FOREST LAW REVIEW Vol. 2

mitigate the risks.28 Dedicated cybersecurity experts, in house or
outside, can also serve a valuable role. One of the best methods of
protection is to have a contractual arrangement in place, in advance
of any breach, with a cybersecurity response firm.29 This will not
only help minimize any immediate damage in case of a breach, but
can also help mitigate any long-term liabilities that may result in
litigation.30

The legal profession is not alone in the need to adapt quickly to
the new cybersecurity threats; high-profile breaches over the last
twelve-plus months show that all businesses (and individuals) that
operate online are at risk.3! Unfortunately, lawyers do not have a
reputation for being nimble or quick to adapt.32 Now is the time to
change this perception and the accompanying reality.

There is forward movement; just this week, several banks and
big law firms announced the formation of a collaborative body to
share “information about threats from hackers, online criminals and
even nation states.”3® Service providers also are stepping up. As
recently as February 10, 2015, Box34 announced a new service, Box
Enterprise Key Management, which offers “controls for cloud
collaboration and file sharing”3 and is aimed at highly regulated
industries,36 including the legal profession.
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CONCLUSION

With affordable, user-friendly services like Box adapting to
changing market needs, lawyers will have fewer excuses if they fail
to adapt to their market: clients who want assurances that their
data is safe. Given the proliferation of recent cyber attacks, the
accompanying media attention, and the repeated warnings, lawyers
can no longer argue that they were not aware of the danger.

Consider your client as a business invitee: you have a duty to
take reasonable steps to ensure your property is safe. You are
hereby on notice that any holes on your land, or in your computer
systems, may lead to monetary liability, as well as irreparable
reputational harm.



