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Cyberlaw is plagued by the myth of perfection.
Consider three examples: censorship, privacy, and intellectual

property. In each, the rhetoric and pursuit of perfection has proved
harmful, in ways this Essay will explore. And yet the myth persists-
not only because it serves as a potent metaphor, but because it
disguises the policy preferences of the mythmaker. Scholars should
cast out the myth of perfection, as Lucifer was cast out of heaven. In
its place, we should adopt the more realistic, and helpful, conclusion
that often good enough is... good enough.

Start with Internet censorship. Countries such as China, Iran,
and Vietnam use information technology to block their citizens from
accessing on-line material that each government
dislikes. Democracies, too, filter content: Britain blocks child
pornography using the Cleanfeed system,1 and South Korea prevents
users from reaching sites that support North Korea's
government.2 This filtering can be highly effective: China censors
opposition political content pervasively,3 and Iran blocks nearly all
pornographic sites (along with political dissent).4 However, even
technologically sophisticated systems, like China's Golden Shield, are
vulnerable to circumvention. Users can employ proxy servers or
specialized software, such as Tor, to access proscribed sites.5 This
permeability has led many observers to conclude that effective
censorship is impossible, because censorship is inevitably
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imperfect.6 Filtering is either trivially easy to bypass, or doomed to
failure in the arms race between censors and readers. The only
meaningful censorship is perfect blocking, which is unattainable.

And yet, leaky Internet censorship works. Even in authoritarian
countries, few users employ circumvention tools.7 Governments such
as China's capably block access to most content about taboo subjects,
such as the Falun Gong movement8 or coverage of the Arab Spring
uprisings.9 Those who see imperfect censorship as useless make
three errors. First, they ignore offline pressures that users
face. Employing circumvention tools is like using a flashlight: it helps
find what you seek, but it draws attention to you. China has become
adept at detecting and interfering with Tor,10 and Iran recently
purchased a sophisticated surveillance system for monitoring
Internet communications.1 1 Bypassing censorship in cyberspace may
have adverse consequences in realspace. Second, most Internet users
are not technologically sophisticated. They use standard software,
and the need to install and update specialized circumvention tools
may be onerous.12 Finally, governments do not need perfect
censorship to attain their goals. They seek to prevent most people
from obtaining prohibited content, not to banish it
entirely. Censorship that constrains the average user's ordinary web
browsing generally suffices.

Privacy discourse too is obsessed with perfection. The
reidentification wars have pitted researchers who assert that
anonymizing data is impossible13 against those who argue the risk of
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breaching properly sanitized datasets is vanishingly small.14 While
the arguments are dauntingly technical (for those unfamiliar with
advanced statistics), the empirical evidence points toward the less
threatening conclusions. The only rigorous study demonstrating an
attack on a properly de-identified dataset under realistic
circumstances revealed but 2 out of 15,000 (.013%) participants'
identities.15 Moreover, critics of anonymized data overlook the effects
of incorrect matches. Attackers will have to weed out false matches
from true ones, complicating their task.

Opponents make three mistakes by focusing on the theoretical
risk of re-identification attacks on properly sanitized data. First, the
empirical evidence for their worries is slight, as the data above
demonstrates. There are no reports of such attacks in practice, and
the only robust test demonstrated minimal risk. Second, anonymized
data is highly useful for socially beneficial purposes, such as
predicting flu trends, spotting discrimination, and analyzing the
effectiveness of medical and legal interventions.16 Finally, the most
significant privacy risk is from imperfectly sanitized data:
organizations routinely release, deliberately or inadvertently,
information that directly identifies people, or that enables an attacker
to do so without advanced statistical knowledge. Examples are
legion, from the California firm Biofilm releasing the names and
addresses of 200,000 customers who asked for free Astroglide
samples17 to AOL's disclosure of user queries that allowed
researchers to link people to their searches.18 Concentrating on
whether perfect anonymization is possible distracts from far more
potent privacy threats emanating from data.

Intellectual property ("IP") in the digital age is similarly obsessed
with perfection. IP owners argue that with the advent of perfect
digital copies, high-speed networks, and distributed dissemination
technologies, such as peer-to-peer file-sharing software, any
infringing copy of a protected work will spread without limit,
undermining incentives to create. This rhetoric of explosive peril has
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resulted in a perpetual increase in the protections for copyrighted
works and in the penalties for violating them.19

The quest for perfect safeguards for IP predates the growth of the
commercial Internet. In September 1995, President Clinton's
administration released its White Paper, which argued that expanded
copyright entitlements were necessary for content owners to feel
secure in developing material for the nascent Information
Superhighway.2 0 Without greater protection, the Paper argued, the
Superhighway would be empty of content, as copyright owners would
simply refuse to make material available via the new medium.

This prediction proved unfounded, but still persuasive. In the
last fifteen years, Congress has reinforced technological protection
measures such as Digital Rights Management with stringent legal
sanctions;21 has augmented penalties for copyright infringement,
including criminal punishments;22 has pressed intermediaries, such
as search engines, to take down allegedly infringing works upon
notification by the copyright owner;23 and has dedicated executive
branch resources to fighting infringement.24 And yet, pressures from
content owners for ever-greater protections continue
unrelentingly. In the current Congress, legislation introduced in both
the House of Representatives and the Senate would, for the first time
in American history, have authorized filtering of sites with a primary
purpose of aiding infringement25 and would have enabled
rightsowners to terminate payment processing and Internet
advertising services for such sites.26 These proposals advanced
against a backdrop of relatively robust financial health for the
American movie and music industries.27
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Thus, the pursuit of perfection in IP also contradicts empirical
evidence. Content industries have sought to prohibit, or at least
hobble, new technologies that reduce the cost of reproduction and
dissemination of works for over a century-from the player piano28 to
the VCR29 to the MP3 player0 to peer-to-peer file-sharing
software.31 And yet each of these advances has opened new revenue
horizons for copyright owners. The growth in digital music sales is
buoying the record industry,32 and the VCR proved to be a critical
profit source for movies.33  New copying and consumption
technologies destabilize prevailing business models, but not the
production of content itself.34

Moreover, perfect control over IP-protected works would threaten
both innovation and important normative commitments. The music
industry crippled Digital Audio Tapes35 and failed to provide a viable
Internet-based distribution mechanism until Apple introduced the
iTunes Music Store.36 The movie industry has sought to cut off supply
of films to firms such as Redbox that undercut its rental revenue
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model,37 and Apple itself has successfully used copyright law to freeze
out companies that sold generic PCs running MacOS.38 And, the
breathing room afforded by the fair use and de minimis doctrines,
along with exceptions to copyright entitlements, such as cover
licenses, enables a thriving participatory culture of remixes, fan
fiction, parody, criticism, and mash-ups. Under a system of perfect
control, copyright owners could withhold consent to derivative
creators who produced works of which they disapproved, such as
critical retellings of beloved classics, for example Gone With The
Wind,39 or could price licenses to use materials beyond the reach of
amateur artists.40 Perfection in control over intellectual property is
unattainable, and undesirable.

The myth of perfection persists because it is potent. It advances
policy goals for important groups-even, perhaps, groups on both
sides of a debate. For censorship, the specter of perfect filtering
bolsters the perceived power of China's security services. It makes
evasion appear futile. For those who seek to hack the Great Firewall,
claiming to offer the technological equivalent of David's slingshot is
an effective way to attract funding from Goliath's
opponents. Technological optimism is a resilient, seductive
philosophical belief among hackers and other elites4 1 (though one
that is increasingly questioned).42

Similarly, privacy scholars and advocates fear the advent of Big
Data: the aggregation, analysis, and use of disparate strands of
information to make decisions-whether by government or by private
firms-with profound impacts on individuals' lives.43  Their
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re-mix culture).

41. John Gilmore averred that "[t]he Net interprets censorship as damage
and routes around it." Philip Elmer-Dewitt, First Nation in Cyberspace, TIME,
Dec. 6, 1993, at 62.

42. See generally EVGENY MOROZOV, THE NET DELUSION (2011) (arguing that
the Internet makes it easier for dictators to prevent democratic uprisings).

43. See generally JULIE COHEN, CONFIGURING THE NETWORKED SELF (2011)
(making the case that flows of private information are not restricted and
proposing legal reforms to address the problem); Jessica Litman, Information
Privacy / Information Property, 52 STAN. L. REv. 1283 (2000) (contending that
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objections to disclosure of anonymized data are one component of a
broader campaign of resistance to changes they see as threatening to
obviate personal privacy. If even perfectly anonymized data poses
risks, then restrictions on data collection and concomitant use gain
greater salience and appeal.

Finally, concentrating on the constant threat to incentives for
cultural production in the digital ecosystem helps content owners,
who seek desperately to adapt business models before they are
displaced by newer, more nimble competitors. They argue that
greatly strengthened protections are necessary before they can
innovate. Evidence suggests, though, that enhanced entitlements
enable content owners to resist innovation, rather than embracing
it. The pursuit of perfection turns IP law into a one-way ratchet:
protections perpetually increase, and are forever insufficient.

We should abandon the ideal of the sublime in cyberlaw. Good
enough is, generally, good enough. Patchy censorship bolsters
authoritarian governments. Imperfectly anonymized data generates
socially valuable research at little risk. And a leaky IP system still
supports a thriving, diverse artistic scene. Pursuing perfection
distracts us from the tradeoffs inherent in information control, by
reifying a perspective that downplays countervailing
considerations. Perfection is not an end, it is a means-a political
tactic that advances one particular agenda. This Essay argues that
the imperfect-the flawed-is often both effective and even desirable
as an outcome of legal regulation.

INST. (Sept. 2011), available at htto :/papers ssrn.com/sol3/aaers cfrn?
abstract id=1926431 (proposing six questions about the potential negative effects
of Big Data).
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