SPOOFING: A PROPOSAL FOR NORMALIZING
DIVERGENT SECURITIES AND COMMODITIES
FUTURES REGIMES

High-frequency trading is the use of “extraordinarily high-speed
and sophisticated computer programs for generating, routing, and
executing orders” by professional traders in the securities and
commodities futures markets.! Up until five years ago, high-
frequency trading was a topic reserved to industry insiders and
financial news sources.2 This changed in 2010 when one high-profile
event “took high-frequency trading from the edges of public
consciousness to being front page news.”3

On the afternoon of May 6, 2010, the Dow Jones Industrial
Index (“Dow”), one of the most widely cited measures of stock
market health, fell 1000 points in a matter of minutes.4 As the fall
quickened, “the sell-off seemed to overwhelm computer and human
systems alike.”> Some seemingly stable stocks, like Accenture and
Boston Beer, traded for just a penny per share.¢ Then, within a
couple of minutes, the stock index and individual stock values
largely recovered.” The Dow ended the day at 4:00 p.m. down just
347.8 points.8

No one seemed to know what had caused the breathtaking
event that would become known as the “Flash Crash.”® Confusing
coverage of the event from leading financial news source CNBC
went viral.10 At one point, CNBC journalists were suggesting that
street riots in Athens, Greece, had sparked the sell-off even though
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live side-by-side coverage of the events showed the streets of Athens
were quiet as the market plummeted.l? Elsewhere, market
professionals “feared the occurrence of a cataclysmic event of which
they were not yet aware” was causing the sell-off.12 Yet there was
no terrorist attack or natural disaster.!3 The unparalleled event
seemed entirely inexplicable.

Securities and Exchange Commission (“SEC”) Chairwoman
Mary Schapiro called the chairmen of the major securities
exchanges and other industry insiders to Washington, D.C., two
days after the Flash Crash.4# The group discussed the events of
May 6 and their causes.15 While no clear answers emerged from the
discussion, what Schapiro learned in that meeting led the SEC and
the Commodity Futures Trading Commission (“CFTC”) to jointly
investigate the activities of high-frequency traders.'® The SEC-
CFTC joint report, along with best-selling books by Michael Lewis
and Scott Patterson, ignited a national dialogue about high-
frequency traders and their practices.l?

As high-frequency traders faced scrutiny in the wake of the
Flash Crash, a great interest was taken in their particular
practices.’® One of the practices that came under scrutiny was
spoofing.1® Spoofing is a scheme that involves a trader, or a
“spoofer,” placing large trades in hopes of inducing others to act in
response to those trades; the “spoofer” then cancels his initial trades
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in order to capture a profit on trading positions he holds on the
opposite side of the market.20 For example, a high-frequency trader
might purchase shares of a thinly-traded stock at five cents per
share, which the trader would want to sell for a profit at a higher
price. The trader would then place several very large buy orders
that other traders would interpret as a strong conviction that the
stock will soon increase in value. Those other traders would in turn
place orders to buy at increasingly higher prices. Meanwhile, the
initial trader discreetly cancels his large orders. Finally, the initial
trader sells the five-cent shares he purchased at the start of the
scheme to the traders he fooled into bidding the price higher to ten
cents.

Although spoofing received little attention before the Flash
Crash, it appears to be a widespread practice.2l By one estimate,
there are ten to twenty highly suspicious trading incidents and
several hundred more moderately suspicious incidents per day.22
Such regular, disruptive, and manipulative activity seems to be
something regulators would notice and address. However, it may be
that the practice was able to escape the notice of regulators because
its necessary conditions were something regulators themselves had
created.23

One of the necessary conditions for a high-frequency trading
scheme that is carried out by rapid trading through algorithm-based
computers, of course, is the spread of technology into the securities
and commodities markets.2¢ The spoofer does not want his spoofing
orders to be accepted before he can cancel them (recall that he really
wants to sell—he is only asking to buy in order to affect others’
behaviors), and only a computer can reliably cancel orders fast
enough that other traders will not have time to accept the bid. The
algorithm-based trading that customarily executes spoofing schemes
grew in usage slowly over the past two decades and now accounts for
over half of all trading.25 This was partially a natural consequence
of the internet age and partially a result of market reforms, which
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were specifically designed to enable electronic trading by
computers.26 Most significantly, the “Order Handling Rules,”27
which went into effect in 1997, opened the door for public exchanges
facilitated and populated by computers.28

The second necessary condition for the rise of spoofing is the
maker-taker market making system.29 As early as 1998, just after
the Order Handling Rules were introduced, an Electronic
Communication Network (“ECN”) stock exchange began offering a
rebate to high-frequency traders who would make liquidity3© on its
exchange by trading against participants with outstanding limit
orders.3! At the same time, the exchange operators would charge
the institutional traders who took that volume a fee slightly larger
than the rebate.32 The exchange operator would keep the difference
between the rebate and the charge.33 The maker-taker system has
been praised for creating “liquidity,” “competition,” and “efficiency”
in the markets.3¢ Within a decade of its introduction, “this ‘maker-
taker’ system became the de facto method of trading for the vast
majority of the U.S. stock market.”35 Even the New York Stock
Exchange (“NYSE”) now uses this system.3  However, this
purposefully created system encourages high-frequency traders to
spoof the market by paying them for the market activity they
generate.37

26. See Gary Stone, The Maker-Taker Model and Access Fees: It's Time for
the SEC to Correct the Prisoner’s Dilemma, BLOOMBERG TRADEBOOK (Jan. 24,
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Fraud?, 8 VA. L. & Bus. REv. 231, 255 (2014).

30. See Liquidity, INVESTOPEDIA, http://www.investopedia.com/terms/l
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Although the SEC and CFTC may bear some responsibility for
the rise of spoofing, the Flash Crash seems to have convinced them
spoofing has become a problem. In an effort to reduce or eliminate
spoofing, both the SEC and CFTC have brought enforcement actions
against high-frequency traders since the Flash Crash.3® Some of
these cases have received a great deal of attention from major media
outlets.3 However, even as spoofing cases proliferate, there has
been considerable confusion among both legal and financial
professionals about the laws that prohibit spoofing.40

The current confusion concerning the prohibitions against
spoofing is perhaps best observed by considering various reports
about the arrest of Navider Singh Sarao.4t On April 21, 2015, legal
and financial professionals were shocked when the CFTC and the
Department of Justice (“DOJ”) filed complaints against a UK-based
trader named Navider Singh Sarao and his one-man trading firm.42
The civil and criminal complaints allege that Sarao regularly
spoofed the market for E-Mini S&P 500 near month futures
contracts.43 Sarao’s particularly aggressive spoofing activity on May
6, 2010, the CFTC asserts, “contributed to market conditions that
led to the Flash Crash.”#

38. See Press Release, Commodity Futures Trading Comm’n, CFTC
Charges U.K. Resident Navinder Singh Sarao and His Company Nav Sarao
Futures Limited PLC with Price Manipulation and Spoofing (Apr. 21, 2015),
http://www.cftc.gov/PressRoom/PressReleases/pr7156-15 [hereinafter Sarao];
Press Release, Sec. & Exch. Comm’n, SEC Charges N.Y.-Based Brokerage Firm
with Layering (Sept. 25, 2012), http://www.sec.gov/News/PressRelease
/Detail/PressRelease/1365171484972#.VQCXKuF3HfY  [hereinafter  Trade
Alpha); Press Release, Sec. & Exch. Comm’n, SEC Charges Owner of N.J.-
Based Brokerage Firm with Manipulative Trading (Apr. 4, 2014),
http://www.sec.gov/News/PressRelease/Detail/PressRelease/1370541406190
#.VQCYr-F3HfY [hereinafter Visionary Trading)].

39. See Peter J. Henning, ‘Spoofing,” a New Crime with a Catchy Name,
N.Y. TiMES: DEALBOOK (Oct. 6, 2014), http://dealbook.nytimes.com/2014/10/06/a
-new-crime-with-a-catchy-name-spoofing/?_r=0; Aruna Viswanatha et al., Flash
Crash’ Trader Sarao Accused Rivals of Misconduct, WALL STREET J. (May 13,
2015), http://www.wsj.com/articles/trader-accused-in-flash-crash-accused-rivals
-of-misconduct-1431556193.

40. John Sanders & Andrew Verstein, Legal Confusion as to Spoofing,
HUFFINGTON POST (May 12, 2015), http://www.huffingtonpost.com/andrew
-verstein/legal-confusion-as-to-spo_b_7268518.html.

41. Seeid.

42. See Kurt Eichenwald, The ‘Flash Crash’ Case Doesnt Add Up,
NEWSWEEK (Apr. 29, 2015), http://www.newsweek.com/2015/05/08/flash-crash
-case-doesnt-add-326066.html.

43. See id.

44. Sarao, supra note 38.
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The allegations against Sarao are difficult to comprehend
because of the two different regimes that prohibit spoofing.45 Sarao
is accused of spoofing a relatively obscure, albeit very large,
commodities futures market while the Flash Crash took place in the
high-profile stock market.4¢ The former market is regulated by the
CFTC;4" the latter is regulated by the SEC.4¢ The two regimes
regulated by the SEC and CFTC have different statutes and
regulations regarding spoofing. If there is any misunderstanding
about which regulatory regime governs a particular trader’s
conduct, this will necessarily lead to an incorrect analysis of the
complaints against him.

Several financial journalists seem to believe that the securities
law regime of the SEC controls the Sarao case.® One example
comes from a Business Insider article written by Portia Crowe the
day that the complaints were filed.50 Crowe draws on the experience
of former SEC attorney Celiza Braganca for a history of spoofing
cases, including the description of a spoofing case tried fifteen years
ago, and a definition of spoofing.5! However, the article also asserts
that spoofing was outlawed just a few years ago through the 2010
Dodd-Frank Wall Street Reform and Consumer Protection Act
(“Dodd-Frank™).52 This inconsistency should have raised a red flag
for the author as well as her readers. The information gleaned from
the SEC sources was wholly irrelevant to the CFTC’s complaint
against Sarao. The legal analysis in the article was certain to be off
base because of this confusion.

Perhaps the best example of the confusion surrounding the
Sarao case comes from a Newsweek article by Pulitzer Prize-winning
journalist Kurt Eichenwald. Eichenwald argues that the case
against Sarao did not “add up” because Sarao’s alleged activity did

45. See Sanders & Verstein, supra note 40.

46. See id.

47. Mission & Responsibilities, U.S. COMMODITY FUTURES TRADING
COMMISSION, http://www.cftc.gov/About/MissionResponsibilities/index.htm (last
visited Apr. 17, 2016).

48. The Laws That Govern the Securities Industry, U.S. SEC. & EXCHANGE
COMMISSION, http://www.sec.gov/about/laws.shtml (last visited Apr. 17, 2016).

49. See Portia Crowe, Traders Have Been ‘Spoofing’ the Market and Now
Regulators Are Finally Catching On, BUS. INSIDER (Apr. 21, 2015, 4:13 PM),
http://www.businessinsider.com/what-is-spoofing-the-market-2015-4;
Eichenwald, supra note 42; Peter J. Henning, The Fine Line Between Smart and
Illegal, N.Y. TIMES: DEALBOOK (Apr. 27, 2015), http://www.nytimes.com/2015
/04/28/business/dealboock/the-fine-line-between-smart-and-illegal. html?_r=1.

50. Crowe, supra note 49,

51. Id.

52. Id.; see also Pub. L. No. 111-203, 124 Stat. 1376, 1739 (2010) (codified
in scattered sections of the U.S. Code).
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not match the SEC’s definition of spoofing as announced through a
case several years ago.53 Eichenwald writes, “The definition of
spoofing used in that 2012 SEC case doesn’t fit the criminal
complaint against Sarao. If he relied on the ‘commonly known’
definition the SEC used, how could he have had the intent to
commit a crime? And again, without intent, there is no crime.”54

There is a great deal wrong with what Eichenwald finds so
vitally important. First, Eichenwald’s assertion that the complaint
against Sarao and the SEC’s prior description of spoofing do not
match is as correct as it is irrelevant. The securities and
commodities regimes have very different rules on spoofing that were
written seventy-five years apart.55 Also, the fact that Sarao might
have relied on or even known the SEC's views on spoofing are
equally irrelevant. As a futures trader, Sarao should familiarize
himself with commodities futures laws and the CFTC’s rules.
Finally, the “intent” under the commodities futures trading regime
is the intent to cancel the trade, which is manifestly evident by the
regularity with which Sarao cancelled his trades.’¢ Under neither
regime is it necessary to prove the “intent to commit a crime.”57

Perhaps the observed confusion about the law governing
spoofing is in large part because the law does not exist. There are,
as has already been noted, two distinct regimes governing spoofing
activity.58 One belongs to the securities law regime regulated by the
SEC;5 the other belongs to the commodities futures law regime
regulated by the CFTC.6® The two regimes have different
definitions of spoofing.6! Understanding the distinctions between
the regimes is important in the near-term for enforcement action
purposes.6?2 In the long-term, those distinctions are important to
understand because they are likely to affect the behavior of market
participants.63

53. Eichenwald, supra note 42.

54. Id.

55. This is a comparison of the year in which the securities law prohibiting
market manipulation, the Securities Exchange Act of 1934, was written and
when Dodd-Frank was written. Securities Exchange Act of 1934, Pub. L. No. 73-
291, 48 Stat. 881 (1934) (codified at 15 U.S.C. § 78a) (passed in 1934); Dodd
Frank Act, Pub. L. No. 111-203, 124 Stat. 1376, 1739 (2010) (codified in
scattered sections of the U.S. Code) (passed in 2010).

56. Sanders & Verstein, supra note 40.

57. Eichenwald, supra note 42.

58. Sanders & Verstein, supra note 40.

59. Id.

60. Id.

61. Id.

62. Seeid.

63. Id.
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Part I of this Comment will fully explain the two regimes,
securities and commodities futures, which prohibit spoofing. Part II
highlights the potential effects on market participation caused by
the two divergent regimes. Part III offers a proposal which is a
practical solution that the SEC can use to mitigate the negative
effects of the regimes’ differences. Finally, Part IV of the Comment
serves as the conclusion.

I. SPOOFING REGIMES

It has been noted that because of a “historical accident” there
are different laws governing spoofing in the securities and
commodities futures markets.84¢ The source of market manipulation
laws for the securities market is the Securities Exchange Act of
193485 (“Exchange Act”), and the primary regulator of that market is
the SEC.66 The source of market manipulation laws for the
commodities futures market is the Commodity Exchange Act of
193667 (“CEA”), and the primary regulator of that market is the
CFTC.%8 One result of maintaining separate and oft-amended
regimes is that “[o]ur laws prohibit spoofing a half dozen times, each
time with different elements, and only one time by name.”89

The SEC, when it has brought enforcement actions against
traders engaged in spoofing, has claimed that the traders have
violated § 9(a)(2) and § 10(b) of the Exchange Act as well as Rule
10b-5.7 This Comment focuses exclusively on § 9(a)(2) because it
fits the practice of spoofing most directly. Section 10(b) and its
attendant rules are catch-all provisions that capture activities as far
afield from spoofing as insider trading.”? By contrast, § 9(a)(2) more
closely fits the activity of spoofers by prohibiting schemes using
“apparent active trading” to manipulate market prices of
securities.’?

The CFTC also alleges that traders engaged in spoofing
activities have violated multiple provisions of the CEA and rules

64. Id.

65. Ch. 404, 48 Stat. 881 (1934) (codified as amended at 15 U.S.C. §§ 78a~
78pp (2012)).

66. 15 U.S.C. § 78(u) (2012).

67. Ch. 54445, 49 Stat. 1491 (1936) (codified as amended at 7 U.S.C. § 1
(2012)).

68. 7 U.S.C. § 6b-1 (2012).

69. Sanders & Verstein, supra note 40.

70. Trade Alpha, supra note 38; Visionary Trading, supra note 38.

71. See Insider Trading, U.S. SEC. & EXCHANGE COMMISSION,
http://www.sec.gov/answers/insider.htm (last visited Apr. 17, 2016).

72. Securities Exchange Act of 1934, 15 U.S.C. § 78i(a)(2) (2012).
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promulgated thereunder.73 Traditionally, the CEA section
prohibiting manipulation was § 9(1).% Under that section, the
CFTC had to demonstrate that: “(1) the accused had the ability to
influence market prices; (2) that [he] specifically intended to do so;
(3) that artificial prices existed; and (4) that the accused caused the
artificial prices.”’> After the Flash Crash, Congress amended the
CEA through Dodd-Frank to address spoofing directly.”8 At least
one attorney-scholar has observed that there is a great deal of
overlap between these alleged violations.”” However, only one of the
statutory provisions, the Dodd-Frank prohibition, addresses
spoofing by name.” With the aid of the CFTC’s guidance, it has
become clear that the Dodd-Frank prohibition, codified in
§ 6¢(a)(5)(C) of the CEA, will be the basis of spoofing complaints
filed by the CFTC going forward.” Therefore, this Comment will
focus on that prohibition when discussing spoofing in the
commodities futures market.80

A. Securities

One possible approach to reining in the high-frequency traders
who attempt to spoof the securities market is to aggressively use
§ 9(a)(2) of the Exchange Act to punish market manipulation.
Section 9(a)(2) states that it shall be unlawful for any person to
make a series of transactions in a security, thus manipulating the
market by “creating actual or apparent active trading in such
security, or raising or depressing the price of such security, for the

73. Complaint at 4, Commodity Futures Trading Comm’n v. Nav Sarao
Futures Ltd., No. 1:15-cv-03398, 2015 WL 1843321 (N.D. Ill. Apr. 17, 2015); see
also Gregory Scopino, The (Questionable) Legality of High-Speed “Pinging” and
“Front Running” in the Futures Market, 47 CONN. L. REv. 607, 660—63 (2015)
(noting that the CFTC has used several sections of the CEA and various rules
thereunder to bring enforcement actions against spoofers).

74. Commodity Exchange Act, 7 U.S.C. § 9(1) (2012).

75. DiPlacido v. Commodity Futures Trading Comm’n, 364 F. App’x 657,
661 (2d Cir. 2009) (alteration in original).

76. Sanders & Verstein, supra note 40.

77. See Scopino, supra note 73, at 607 (arguing that several high-frequency
trade practices violate anti-manipulation rules within the CEA).

78. Sanders & Verstein, supra note 40.

79. Andrew Harris & Matthew Leising, Market Manipulation Complaints
Are Common but Prosecutions Rare, BLOOMBERG Bus. (Apr. 23, 2015),
http://www.bloomberg.com/news/articles/2015-04-23/market-manipulation-
complaints-are-common-but-prosecutions-rare (quoting CFTC lawyer Cliford
Histed as saying spoofing would be prosecuted where the intent is to cancel the
order, a clear indication that the Dodd-Frank provision rather than others will
be the focus of the CFTC’s actions).

80. See Commodity Exchange Act, 7 U.S.C. § 6c(a)(5)(C) (2012).
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purpose of inducing the purchase or sale of such security by
others.”8!

Section 9(a)(2) was originally directed at what some argue was
one of the most worrisome practices in the early twentieth-century
securities markets—investment pools.82 Investment pools “ran up
the prices of securities on an exchange by a series of well-timed
transactions, effected solely for the purpose of ‘manipulating’ the
market price of the security.”®® Once the price was pushed higher
through manipulation, the traders taking part in the scheme would
sell their shares at a profit.8¢ One observing the spoofing activities
of high-frequency traders in the twenty-first century might notice
the similarities between their tactics and those of earlier investment
pools. Specifically, in spoofing, the high-frequency trader uses the
1llusion of trading activity to induce others to place orders that move
market prices in the spoofer’s favor.85

Given the long-term prohibition against manipulating the
securities market, many have been shocked that high-frequency
traders were able to spoof the market so consistently and
successfully before the Flash Crash.86 Eric Hunsader, a high-
frequency trading expert, echoed the thoughts of many in saying,
“We can’t understand why this is allowed to continue, because at the
core, it is pure manipulation.”” Two years after the Flash Crash
shed light on this practice, the SEC took action against spoofers.88
It began by using § 9(a)(2) of the Exchange Act to bring enforcement
actions against high-frequency traders.8?

The SEC has had success bringing enforcement actions against
high-frequency traders engaged in spoofing schemes since 2012.90
One early enforcement action was brought against Trade Alpha
Corporate Ltd. (“Trade Alpha”) and Demostrate LLC in 2012.91 In

81. Securities Exchange Act of 1934, 15 U.S.C. § 78i(a)(2) (2012).

82. See DAVID L. RATNER & THOMAS LEE HAZEN, SECURITIES REGULATION IN A
NUTSHELL 131-32 (7th ed. 2002). But see Paul G. Mahoney, The Stock Pools and
the Securities Exchange Act, 51 J. FIN. ECON. 343, 344 (1999) (questioning
whether stock pools actually manipulated securities markets). See generally
Joel Seligman, The Historical Need for a Mandatory Corporate Disclosure
System, 9 J. Corp. L. 1, 28 (1983) (discussing congressional concerns about
investment pool practices).

83. RATNER & HAZEN, supra note 82, at 131.

84. Seeid.

85. Sanders & Verstein, supra note 40.

86. PATTERSON, supra note 14, at 62—63.

87. Id.

88. Trade Alpha, supra note 38.

89. Id.

90. See, e.g., id.
Id.
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that scheme, traders placed genuine orders for a thinly-traded stock
that were meant to be executed.®? The same traders then
immediately entered several orders on the opposite side of the
market from the genuine trade.?3 This sudden explosion of activity
caught the attention of algorithm-driven trading machines deployed
by other firms.9%4 When those trading machines placed genuine
orders against the initial genuine order, Trade Alpha and
Demostrate would cancel their open orders.®s They would then
place a genuine order on the opposite side of the market to profit
from the artificial price.?6 The scheme allowed for small but
consistent profits eventually totaling more than $1.25 million.97 The
firms’ scheme was discovered and stopped by the SEC, but only after
it was used for twenty-one months.98

The SEC’s complaint against Trade Alpha, which was based on
a violation of § 9(a)(2), stated that the culpability of the firm
stemmed from its intentional “manipulation” of the securities
market to produce “artificial prices.”®® The fact that the scheme was
carried out using the latest computer technology and high-frequency
trading algorithms was inconsequential to the SEC.100 Robert
Khuzami, Director of the SEC’s Division of Enforcement, declared,
“Manipulation, whether executed by e-mail, instant message, or
multiple phantom orders, is still manipulation.”101

Another instance of the SEC using § 9(a)(2) against high-
frequency traders engaged in spoofing came in 2014. On April 4,
2014, the SEC announced charges of spoofing and a settlement
against a high-frequency trader, Visionary Trading LLC, and its
broker, Lightspeed Trading LLC.192 The scheme consisted of posting
false orders to attract algorithm-based trading machines to take a
position.’03  Once the trades of the algorithm-based trading
machines executed and moved the market to an artificially elevated
or depressed level, Visionary Trading would take the opposite
position and profit when prices normalized.’?¢ The scheme led to

102. Vi'sionary Trading, supra note 38.
103. Id.
104. Seeid.
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just over $1 million in profits for Visionary Trading.195 The SEC
stopped the scheme, but only after it was used unabated from May
2008 to November 2011.106

In its release statement, the SEC stated that the spoofing
scheme employed by Visionary Trading involved intentional
“manipulative trading of publicly traded stocks” that “created
fluctuations in the national best bid or offer of a stock.”07 Sanjay
Wadhwa, senior associate director of the SEC’s New York Regional
Office, explained in the SEC’s release statement that “[t]he fair and
efficient functioning of the markets requires that prices of securities
reflect genuine supply and demand.”'%8 Wadhwa further warned,
“Traders who pervert these natural forces by engaging in layering or
some other form of manipulative trading invite close scrutiny from
the SEC.”109 The SEC had made clear through its post—Flash Crash
enforcement actions that it was willing to punish high-frequency
traders whose spoofing activities intentionally manipulated market
prices.

Shortly after the Flash Crash, SEC Chairwoman Mary Schapiro
told Congress that her agency’s “tools for collecting data and
surveilling our markets are wholly inadequate.”!10 The fact that the
2012 case against Visionary Trading was two full years after the
Flash Crash attests to that view.111 However, it seems that the SEC
is beginning to catch up to the high-frequency traders. Now, the
SEC is able to break down in detail the algorithms and trading
strategies employed by the high-frequency traders it charges.112
This may be, in part, because of the new tools created to help the
agency dissect market activity.!!’3 Most significantly, data tools
possessed by the Financial Industry Regulatory Authority
(“FINRA”) have enabled the SEC to track orders and trading
activity in a way it could not in 2010.114
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The SEC’s reliance on an old statute to prosecute modern
misdeeds is perhaps what Congress intended when it wrote the
Exchange Act’s broad prohibitions against market manipulation. It
is certainly a credit to the SEC that it has recognized its tools and
dedicated itself publicly to their use instead of turning to Congress
for a new statute or to the public rulemaking process for a new
regulation. As Robert Khuzami suggested in 2012, the SEC has
always had the authority to stop spoofing as it is market
manipulation.115 The SEC now seems to have the tools and the will
to do so.

B. Commodities Futures

The other regime under which complaints against spoofers may
be brought is governed by the CFTC.116 The CFTC is responsible for
regulating the commodities futures trading market.!'” This broad
market includes futures contracts for oil, corn, silver, and other
commonly used commodities.1!8 It also includes futures contracts
for indices like the S&P 500.11% The CFTC, like the SEC, is
responsible for bringing enforcement actions against those who seek
to manipulate its markets.120

Those with primary authority to regulate the commodities
futures exchanges,!?! since the passage of the CEA, have been far
less concerned with prohibiting manipulative trading practices than
its securities market counterpart.122 There are a variety of theories
concerning why this is true, which will not be explored in this
Comment.128 However, one example of the CFTC’s slow response to
manipulation concerns the London Interbank Offered Rate
(“LIBOR”) scandal uncovered in 2008.124 Despite evidence of regular
manipulative practices, the CFTC did not act to stop global rigging
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of the LIBOR benchmark for five years after first being told of the
scheme.125 Perhaps more shocking is the fact that the CFTC has
never had a rule against insider trading.26 This is despite the fact
that there is a well-documented tradition of insider trading in the
commodities market dating to at least 1817!27 and continuing to
today.128 It is within this tradition that the CFTC did not have a
spoofing prohibition in place even as the practice became well
known among market professionals.12? It was only once § 6¢(a)(5)(C)
of the CEA was enacted, and amended as part of Dodd-Frank, that
the practice of spoofing was addressed head-on.130

The Dodd-Frank prohibition states, “It shall be unlawful for any
person to engage in any trading, practice, or conduct on or subject to
the rules of a registered entity that . . . is, is of the character of, or is
commonly known to the trade as, ‘spoofing.”131 The prohibition then
defines spoofing as “bidding or offering with the intent to cancel the
bid or offer before execution.”’32 Unlike § 9(a)(2) of the Exchange
Act, this statute does not require an intention to manipulate the
price.133 The trader simply has to enter the order with the intention
to cancel it before execution.13¢

Initially, it seems that proving such an intent on the part of
high-frequency traders would be very difficult.135 The CFTC is
unlikely to find a smoking-gun email declaring a trader’s intent to
place and cancel trades before execution. A document like that is
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even less likely to be obtained from a one-man firm like Sarao’s.136
This intent can be demonstrated, however, by circumstantial
evidence.13?”  This sort of evidence 1is easily obtainable and
persuasive as high-frequency traders like Sarao enter and cancel
thousands of orders a day.138 In Sarao’s case, he was cancelling
ninety-nine percent of the orders he placed.139

The ability to produce a clear record of high-frequency traders’
rapid placement and cancellation of a high volume of orders is
something regulators lacked in 2010.140 At least one regulator
likened the pursuit of high-frequency traders in 2010 to “chasing a
Ferrari whilst riding a bicycle.”141  Recently, regulators have
obtained new tools that allow analysis of up to fifty billion market
events daily.142 Empowered by these tools and Dodd-Frank, the
CFTC has “brought several civil spoofing cases since 2012.7143

On July 22, 2013, the CFTC announced the first successful
enforcement action against traders under the new Dodd-Frank
prohibition on spoofing.14¢ The action was brought against Panther
Energy Trading LLC and its principal, Michael J. Coscia.!45 The
CFTC stated that Coscia used “a computer algorithm that was
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designed to illegally place and quickly cancel bids and offers in
futures contracts.”146 By placing a small legitimate order on one
side of the market and then following it with many large orders on
the opposite side of the market that would spoof the market before
being cancelled, Panther Energy Trading and Coscia were able to
consistently profit on the small legitimate trades.!47

While the enforcement action against Panther Energy Trading
and Coscia may appear similar to those against securities market
spoofers, there is a very important distinction between them. Most
significantly, nowhere in the CFTC announcement is the word
“manipulation” used to describe the scheme.14® Instead, the CFTC
stressed the fact that the algorithm was designed to place and then
quickly cancel orders.!4® This design in the algorithm is an
expression of the trader’s intent. This intention to place and cancel
orders is the definition of spoofing as prohibited under Dodd-
Frank.150 In addition to the design of the algorithm, the CFTC
relied on a record of placed and quickly cancelled trades across a
number of commodity futures contracts markets for evidence of the
trader’s intent.151 This early case has been demonstrative of Dodd-
Frank’s application.

While the Panther Energy Trading enforcement action was an
important first prosecution under the Dodd-Frank prohibition,
perhaps the most famous enforcement action brought by the CFTC
against a trader is the complaint against Navinder Singh Sarao.152
Sarao’s case is exceptional in several regards. The first is that
Sarao is a high-frequency trader engaging in spoofing the U.S.
commodities futures market from his parents’ UK flat.153 The
second is that Sarao did not agree to a settlement with the CFTC, as
other traders confronted with evidence of spoofing have, and that
has led to the filing of criminal and civil complaints against him in
U.S. federal district court as well as an extradition battle.154
Finally, the complaint against Sarao alleges that his spoofing was a
direct contributor to the Flash Crash.155
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Despite the aforementioned exceptional aspects of the Sarao
case, the complaint is much like other CFTC enforcement actions
against spoofers. First, Sarao is alleged to have used an algorithm
and “other manual spoofing techniques whereby Defendants
allegedly would place and quickly cancel large orders with no
intention of the orders resulting in transactions.”156 Also, Sarao is
alleged to have engaged in spoofing over a long period of time.157 In
Sarao’s case, he is alleged to have spoofed the market “for over five
years and continuing as recently as at least April 6, 2015.”158 These
similarities between Sarao’s case and others indicate that the CFTC
is constructing cases consistently, focusing on long histories of
quickly placing and cancelling orders with a trading algorithm.

One element of the Sarao complaint, which carries great
importance for the long-term prosecution of spoofing, distinguishes
it from some other CFTC cases and all other SEC cases. This
element is the combination of alleged violations. Other CFTC cases
tend to allege that only spoofing, as defined in Dodd-Frank, has
occurred.’?® SEC cases, on the other hand, tend to allege that
manipulation has occurred.’0 The Sarao case alleges violations of
statutory prohibitions against both spoofing and manipulation.16!
This indicates that the CFTC has separated the two offenses
philosophically and that only a limited number of cases, with
exceptional evidence of an intent to actually manipulate market
prices, will feature manipulation allegations. Most cases will allege
only that there was an intent to cancel a trade before it was placed.
This element of the Sarao complaint highlights a critical distinction
between the securities and commodities law regimes.

A third and final noteworthy enforcement action brought by the
CFTC against traders for allegedly spoofing the commodities futures
market occurred in May 2015.162 The facts of this recent
enforcement action, brought against Heet Khara and Nasim
Salim,163 mirrored those of other enforcement actions brought by the
CFTC in multiple aspects. One similarity was that the alleged
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spoofing scheme was carried out on a regular basis over an extended
period of time.184 In this case, the alleged scheme was carried out
between February and April 2015.165 Another similarity is that the
scheme allegedly involved placing small legitimate orders on one
side of the market, then placing large orders on the opposite side of
the market that would spoof the market higher or lower before
ultimately being cancelled, and then profiting from a more favorable
execution price on the small legitimate order.16¢ Finally, the pair
allegedly carried out their spoofing of the Commodity Exchange, Inc.
gold and silver market by using high-frequency trading algorithms
domiciled abroad.16” In the case of Khara and Salim, the alleged
activities were carried out from the United Arab Emirates.168

The basis of the CFTC complaint against Khara and Salim is
now a familiar one. As previously noted, the CFTC has taken issue
with the disruption of the commodities futures market and an intent
to place and cancel orders before execution of those orders.16® The
CFTC has based its case against Khara and Salim on the same
theory of spoofing as defined in Dodd-Frank.l? The CFTC press
release announcing the enforcement action against Khara and Salim
stated that the pair “engaged in unlawful disruptive trading
practices known as ‘spoofing’ in the gold and silver futures markets
by placing bids and offers with the intent to cancel them before
execution.”1’l The focus of the complaint is on market disruption
rather than price manipulation and the intent to cancel trades
rather than the intent to affect market prices.1”? In addition to this
affirmation of the CFTC’s theory of spoofing, the enforcement action
against Khara and Salim indicates that the CFTC will continue to
rely on circumstantial evidence in the form of many cancelled trades
over an extended period of time to prove an intent to cancel on the
part of alleged spoofers.'’3 In its complaint against Khara and
Salim, the CFTC argued that intent was clearly evidenced by the
fact that the traders cancelled 100% of their 212 sell orders.174
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In the past three years, the CFTC’s treatment of spoofing has
changed substantially. First, the regularity of CFTC enforcement
actions against spoofers seems to be increasing.!’®? Second, as
highlighted above, the standardization of the CFTC’s complaints is
increasing.l’® Finally, the CFTC and the exchanges it regulates
have openly stated that they are prioritizing the prosecution of
spoofers.l’”7 Traders are surely noticing these developments as the
CFTC moves to “find and swiftly prosecute those who engage in such
disruptive trading practices.”1’8 As a result, “[t]raders are on notice
and looking for ways to avoid even the appearance of being market
manipulators” or spoofers.!'” Their attempts to avoid suspicion and
prosecution for spoofing activities are important, as any changes in
the behavior of traders may affect the broader markets in which
they operate.

II. POTENTIAL EFFECTS OF VARIED REGIMES

The differences between the securities and commodities futures
spoofing regimes are substantial. Most significantly, the two
regimes require the regulators who bring the enforcement actions to
prove different intents on the part of traders.80¢ Dodd-Frank’s
requirement to prove an intent to cancel the order to buy or sell
commodities futures places a relatively small burden on the
CFTC.181 Furthermore, the evidence of that intent can be easily
garnered from the new means of data collections that allow the
CFTC to meticulously arrange order data to show a long-term, high-
volume pattern of placing and immediately cancelling orders.182 The
SEC, by contrast, must prove a subjective intent to manipulate the
market price of the given security.!83 That is much tougher to prove
as a practical matter because an intent to manipulate market prices
is not as obvious as looking at the raw trade and order data. There
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are three reasons this difference between the two regimes is
important.

First, legal and financial professionals should prepare for a
deluge of spoofing allegations against high-frequency traders in the
commodities futures market. Dodd-Frank gave the CFTC a
relatively low burden in making out a complaint against spoofing
traders.’8¢ The CFTC must simply prove that the defendants
intended to cancel their trades when they placed them.!85 With this
small burden, the only thing preventing successful prosecutions was
the lack of reliable data to use as evidence.186 The Sarao complaint
offers strong evidence that the CFTC is getting better at combing
and arranging that data to build solid cases.!®” Some are already
calling the CFTC’s efforts to rein in spoofing “a new area” of
criminal and civil enforcement for commodities traders.’88 High-
frequency traders may be seeing the writing on the wall.

Second, as a result of a more active and successful CFTC, there
may be an exodus of high-frequency traders from the futures
markets to the securities markets. The higher likelihood of being
successfully prosecuted in the commodities futures market creates a
higher regulatory cost, both in gross and relative terms, of doing
business as a high-frequency trader in that market.'®#® Some
movement to the friendlier securities regime should be anticipated,
especially given that high-frequency traders could transition their
operations from one market to another with relative ease.190
However, because trading in the futures markets can lead to larger,
faster gains on smaller investments than trading in the securities
markets, there may be a reluctance on the part of high-frequency
traders to abandon the futures markets quickly.19! This attractive
feature of the commodities futures market may only temper, rather
than prevent, the movement of traders from one market to the
other.
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Third, as a result of the effects of different regimes for the
different markets, calls for regulatory changes in the securities
market are to be anticipated. One response may be a call for a
change in enforcement actions or the creation of a specific
prohibition against spoofing in the securities market that is in line
with Dodd-Frank’s prohibition against spoofing in the commodities
futures market.!92 Another possible response would be for renewed
calls to place the securities and commodities futures under a single
regulator. This would be expected, as “[flrom time to time, but
repeatedly, a call goes out to combine the [SEC] with the [CFTC].”193
There does not appear to be a partisan divide between those who
consider high-frequency trading to be “predatory” and repugnant in
nature.!9 Perhaps a low public opinion of high-frequency traders
would enable these changes to be possible despite a gridlocked
political climate in Washington, D.C.195

III. PROPOSED RESPONSE

In light of the possible negative repercussions from different
regulatory regimes, the SEC should take steps to rein in the
excesses of high-frequency traders who use technological advantages
to manipulate the securities markets. Fortunately, hard fought
changes to securities laws and time-consuming writing of
regulations are not necessary. All that is needed is for the SEC to
change its approach to spoofing enforcement actions by insisting on
more severe punishments.

A review of the SEC’s spoofing enforcement actions to date
shows that punishments have been quite lenient.!% Executives who
orchestrated the spoofing scheme at Trade Alpha for at least a year
after receiving express warnings from FINRA were suspended for
only two to three years as part of a settlement with the SEC.197
Executives at Visionary Trading, who had been spoofing the market
for more than three years, agreed to similar suspensions as part of
their own settlement with the SEC.198 Despite calls for tougher
sanctions against market manipulators, the SEC’s most recent
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spoofing enforcement action resulted in a settlement that imposed
no suspension whatsoever.1%

What is perhaps more surprising is that prior settlements did
not punish non-executives at those trading firms in any way
whatsoever, despite the fact that such employees would have held
FINRA licenses and understood their actions were in clear violation
of anti-manipulation rules.20 Under the settlements, those
individuals could have returned to the same desks at the same firms
the very next day. To balance the regulatory costs of the regimes
and limit the negative effects of differing spoofing prohibitions, the
SEC should punish high-frequency traders who manipulate the
market through spoofing with greater severity. This includes the
imposition of lifetime bans.

A. Precedent for Lifetime Bans

Although it may seem extreme to those unaccustomed to the
financial industry, lifetime bans from the securities industry have
been used before in circumstances where common schemes shook
public confidence in the securities markets.201 For example, in the
wake of scandals involving manipulation and insider trading in the
1980s, the famous junk bond trader Michael Milken was banned
from the financial industry for life after being found guilty of insider
trading in 1989.202 Where Milken has attempted to skirt that ban,
he and those who assist him have been targets of additional SEC
probes.203

In the early years of the twenty-first century, the securities
market was rocked by a series of high-profile financial scandals.204
The most noteworthy of these scandals involved executives at
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WorldCom, Tyco, and Enron.206 Congress addressed the crisis of
public confidence brought on by these scandals by passing the
Sarbanes-Oxley Act of 2002 (“S0X”).206 SOX was passed to “protect
investors by improving the accuracy and reliability of corporate
disclosures made pursuant to the securities laws.”207 Still, with the
public perception of a rigged securities market weighing on the SEC,
investment banker Frank Quattrone was banned for life by the
commission for obstructing justice in an investigation related to the
misallocation of shares in initial public offerings.208

Most recently, with insider trading again a focus of
enforcement, the SEC has sought lifetime bans in several cases.209
For example, the SEC imposed a lifetime ban on former Goldman
Sachs director Rajat Gupta in 2014 for passing inside tips to Galleon
Group founder Raj Rajaratnam.2l®¢ The SEC also sought a lifetime
ban against hedge fund billionaire Stephen A. Cohen for
systematically using insider trading to benefit his funds.2!! There is
no question that the SEC has used lifetime bans as a deterrent
when it appeared market corruption was getting out of control and
affecting public confidence. The current spoofing of the securities
market is precisely such a case.

B. Rationale for Lifetime Bans for Spoofing

As a general matter, more severe punishments for high-
frequency traders who have engaged in spoofing schemes are
warranted because spoofing is against each of the three mandates of
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the SEC.212 The manipulation of securities prices through spoofing
undermines market integrity, harms investors who make honest
investments in the securities markets by subjecting their holdings to
manipulated values, and stifles capital formation by undermining
confidence in the markets.213 This all adds to the substantial and
growing perception that the stock market is “rigged.”?t¢ Given the
serious consequences of spoofing, severe punishments—including
lifetime bans—are appropriate for those who spoof the securities
markets.215

Lifetime bans for those who engage in spoofing can be justified
on two more specific grounds. The first is that spoofing, as used by
high-frequency traders, has become a widely publicized practice.
That notoriety has affected public confidence, as it has in prior
periods, which is essential to each of the SEC’s three mandates.216
This also means that the conduct of spoofers is having a much
greater impact than the size of their ill-gotten gains would suggest.
In this context, with more and more Americans believing the
markets are “rigged,” a lifetime ban seems appropriate for high-
frequency traders who engage in spoofing.21” It will send a signal
that the markets are safe once again as some bad actors were
banned and others were deterred by the threat of severe
punishments.

The second more specific justification for utilizing lifetime bans
is to raise the cost associated with spoofing in the securities market
so that it is roughly equal to the cost of spoofing in the commodities
market. Regulatory costs are oft-debated and seldom agreed on in
strict terms.218 However, no one seriously disputes whether the
costs of complying with federal regulations are real.2l® Instead,
those who seek to downplay the importance of those costs argue that
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benefits of the regulations are most important, perhaps impliedly
arguing that the regulated entity cannot do anything to avoid the
costs.220 However, the case of high-frequency traders offers a clear
example of when regulated entities may exercise discretion in
choosing between two competing regulatory regimes with vastly
different costs. '

Significantly, many high-frequency traders already trade in
both the commodities futures and the securities markets. Some
simply trade in both, while others actively seek to arbitrage the two
markets.22l  Trading in both markets is so common that one
company actually constructed a special fiber-optic route from
Chicago’s commodities futures market to New York’s securities
market, making 400 separate real estate transactions in the
process.222 That route would accommodate high-frequency traders
hoping to use information obtained in one city’s market and
arbitrage it in the other.223 In the end, the firm inked five-year
contracts valued at $10.6 million each with high-frequency
traders.22¢ With so many high-frequency traders currently trading
in both markets, it would be quite easy for a high-frequency trader
to turn its attention completely to one market while avoiding the
high regulatory costs of the other.

With the discretion to operate in either market, the regulatory
costs of operating in the markets may become an essential
consideration for high-frequency traders. Currently, as noted above,
those who engage in spoofing are much easier to prosecute under the
Dodd-Frank provision that governs spoofing in the commodities
market.225 The increased risk of successful prosecution is a cost.226
This higher cost of spoofing in the commodities market may be
creating a perverse incentive for market manipulators to move their
manipulative schemes to the securities market. This is especially
worrisome given that the average investor is much more likely to
participate in the securities market.227
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To prevent the imbalance in alternative regulatory regimes for
high-frequency traders from bringing greater manipulation into the
securities market where it can affect more retail investors, the SEC
can raise the cost of engaging in spoofing in the securities market.228
Because it does not involve the writing of a new statute or rule, the
SEC can do this immediately. The SEC simply needs to exercise its
discretion by raising the punishment it negotiates or litigates with
those who violate the current law. This would not be the first time
that the SEC has used increased punishment rather than legislation
or rulemaking to effect changes in market practices.229

C. Support for Lifetime Bans

Tougher negotiated settlements by the SEC could not come as a
surprise to high-frequency traders. History shows it is an option
and recent SEC rhetoric indicates it is a strong possibility that the
lifetime ban is an option the SEC is actively considering.230 In fact,
SEC Chairwoman Mary Jo White has promised a more aggressive
approach to prosecuting market manipulation.28! Chairwoman
White promised during her confirmation hearing that the SEC’s
enforcement actions must be “bold and unrelenting.”232 She stated
her conviction, which is in line with this Comment’s proposal, that
“proceeding aggressively against wrongdoers . .. also will serve to
deter the unlawful practices of others who must be made to think
twice and stop in their tracks, rather than risk discovery, pursuit
and punishment by the SEC.”23 The need for this tough stance, she
argued, was that market manipulation undercuts two of the SEC’s
mandates—investor confidence and market integrity.234

At the present time, Chairwoman White has the full support of
some congressional leaders who are calling on her to back up her
rhetoric with action.23% Senator Elizabeth Warren of Massachusetts,
for instance, has been a strong advocate for tougher enforcement
action. In a sharply worded letter to Chairwoman White, Senator
Warren argued that “the need for strong and effective regulations to
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protect Americans and their investments is more important than
ever.”236 At least two SEC Commissioners share Warren’s view and
are publicly advocating for more lifetime bans.237 The next spoofing
enforcement action would be a terrific opportunity for Chairwoman
White to do just that and show traders that “further strengthen[ing]
[of] the enforcement function of the SEC” truly is a high priority.238
Doing so would balance the scales and inform high-frequency
traders that no market regime is friendly to their spoofing schemes.

CONCLUSION

The practice of high-frequency traders to manipulate the
markets through spoofing has become a concern for both market
regulators and participants. The dual regulatory regimes for
securities and commodities have caused substantial confusion in
what could already be called a crisis of confidence in financial
markets. To alleviate that confusion and bring balance to the
regimes, the SEC should adjust its approach to spoofing
enforcement actions. The simplest response, and one for which
there is both precedent and contemporary support, is to impose
lifetime bans against high-frequency traders who ignore well-
established law and repeated warnings to engage in spoofing that is
destroying confidence in the U.S. securities markets. The SEC
should make this adjustment immediately. Otherwise it risks an
influx of manipulative professional traders who will only add to the
perception that the stock market is rigged.
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